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!ÂÂÒÅÖÉÁÔÉÏÎÓ 

DB Database 

ICT Information Communication Technology 

VPM Verbund Power Meter 



 

 

             D4.3 Initial version of the integrated system 
 

 

 

Page 8 of 49 

%ØÅÃÕÔÉÖÅ 3ÕÍÍÁÒÙ 

In this deliverable the on-going progress of the integration of all individual system components 
developed in WP4 and their merging to a complete functional integrated prototype is presented. As 
the integration task is still ongoing until month 36 (Task 4.6: Integration of the H/w and S/w 
components), this report represents the progress regarding the initial version of the integrated 
BENEFFICE system. Since the integration procedure of all individual system components into a 
complete integrated platform was considered as really challenging, it was decided among consortium 
members to start the integration procedure early in order to tackle any issues or bugs than may occur 
during the process. Hence, the updated versions of the integration diagrams presented in D2.4 are 
included in this deliverable. Moreover, the status of the integration in each case is presented along 
with the appropriate demonstrations of the progress regarding the integration. 

The remaining work with regards to the implementation of the final integrated system will be 
demonstrated in the next deliverable D4.4 Final integrated system incl. first version of sensor 
gateway, energy disaggregation, data analytic algorithms, credit management and external data for 
pilot usage which will be delivered in M24 while the final BENEFFICE system will be presented in 
D4.5 that will be delivered in M36. 
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1 )ÎÔÒÏÄÕÃÔÉÏÎ 

This deliverable is a report on the first version of the BENEFFICE integrated system developed as 
part of WP4. It provides a first demonstration of the integration progress between the backend-core 
system, the sensing components, the gateway, the mobile application, the data analytics, 
disaggregation algorithm, the green energy scheduling, the recommendation engine and the CO2 
Credit management. In that sense and in parallel to the development of the different individual 
components, intensive work took place to optimize the design of the integration diagrams presented 
in D2.4. The progress on integration so far included the continuous definition, development and 
execution of manual and automated integration tests, based on functional and non-functional 
requirements in order to produce the early version of the integrated BENEFFICE system. The related 
work also dealt with the timely resolution of raised issues (bug fixing) across all modules of the 
system by relevant partners.  

The infrastructure was constructed with appropriate technical specifications, to be capable of 
supporting the large-scale content storage and processing requirements. The integration was 
designed and set up for the platform in a way to enable scalability and robustness while ensuring 
security with a focus on services, the deployment model and the migration plan.  

In the sections to follow the updated integration diagrams for each integration case are presented 
along with a short explanation of the integration approach and a demonstration showcasing the 
progress of the integration and the available functionality so far. 
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2 )ÎÔÅÇÒÁÔÉÏÎ ÏÆ ÔÈÅ ÇÁÔÅ×ÁÙ ÄÅÖÉÃÅ ×ÉÔÈ ÔÈÅ ÓÅÎÓÉÎÇ 
ÃÏÍÐÏÎÅÎÔÓ ÁÎÄ ÔÈÅ ÂÁÃËÅÎÄ  

 Integration approach  

The architecture of the gateway (Raspberry Pi) is designed to have two types of communications. 
The first type is to read the data/measurements from the sensing components and the second is to 
communicate with the backend in order to send the data/measurements.  

With respect to the BENEFFICE pilots, the sensing components that the gateway should communicate 
with , are a temperature sensor (DS18B20 Temperature Sensor or Philio 2 in 1 Sensor), an electricity 
consumption meter (Verbund Power Meter, VPM) and a gas meter (NorthQ). The gas meter will only 
be installed in a few selected users that will also receive the Philio 2 in 1 Sensor as a temperature 
sensor.  

Moreover, the gateway supports the communication with an external system that provides the 
weather conditions in the region of each residential house (OpenWeatherMap service).  

The gateway architecture is depicted in Figure 1 below. The integration approach of the gateway 
device with the sensing components and the backend is further elaborated in the following 
subsections. 

2.1.1 Gateway/ Sensing components Integration  

For the integration of the gateway with the sensing components (power meter, temperature sensors, 
gas sensor) and the external weather service, the OpenHAB2 platform was custom configured and 
used. More specifically: 

a) Electricity consumption meter (VPM): The OpenHAB plugin for the VPM is used and through 

a custom script run during the gateway setup stage, the configuration of the VPM is updated. 

In this way the VPM is connected to the gateway with the local network TCP/IP (Ethernet or 

WiFi) protocol. 

b)  Temperature Sensor:  

¶ DS18B20 Temperature Sensor: This sensor is custom mounted on the gateway 
(Raspberry Pi) 

¶ Philio 2 in 1 Sensor: This temperature sensor communicates with the gateway 
through the Z-Wave protocol 

c) Gas Sensor (NorthQ): This sensor communicates with the gateway through the Z-Wave 

protocol 

d)  External weather service: The OpenHAB weather binding is used to configure the connection 

of the gateway with the OpenWeatherMap service. With this configuration, the 

OpenWeatherMap service uses the OpenHAB connection with the backend in order to send 

the weather data to the backend. During the initial gateway configuration, the geolocation of 
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the town or city of the residence is entered in the configuration file so that the OpenHAB 

binding will gather weather data for the correct place. 

2.1.2 Gateway/Backend Integration  

The gateway after gathering all measurements from the sensing components and the external 
weather service communicates with the backend through MQTT connectivity protocol. MQTT is a 
simple messaging protocol, designed for constrained devices with low-bandwidth. MQTT allows to 
send commands to control outputs, read and publish data from sensor nodes. This is done through a 
secure SSL communication that is using encrypted keys certified by the BENEFFICE backend. 

 

Figure 1 Gateway architecture  

 Integration progress  

2.2.1 Gateway/Sensing components Integration  

At the time that this deliverable is submitted, the gateway integration with the sensing components 
(power meter, temperature sensor, external weather service) is complete for the 95 hardware kits 
that have been prepared and sent to be installed at the residential consumers in Greece, Austria, 
France and Spain that participate in the BENEFFICE pilots. More specifically: 

1. The gateway can easily be configured to connect to the VPM (the respective installation guide will 

be included in D5.2: Report on the deployment of the trials) 
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2. The gateway has already build-in integration to read and send the temperature sensor values 

3. The gateway is already configured to send weather information to the back end, depending on 

ÔÈÅ ÔÏ×Î ÔÈÁÔ ÉÔ ÉÓ ÉÎÓÔÁÌÌÅÄȢ 4ÈÅ ÃÏÎÆÉÇÕÒÁÔÉÏÎ ÏÆ ÔÈÅ ÃÉÔÙȭÓ ÌÏÃÁÔÉÏÎ ÉÓ ÄÏÎÅ ÄÕÒÉÎÇ ÇÁÔÅ×ÁÙÓȭ 

setup process. 

What is pending is the integration of the gateway with the Gas Sensor (NorthQ) and the temperature 
sensor (Philio 2 in 1 Sensor), that use the Z-wave protocol, in the last 5 hardware kits to be prepared 
for the BENEFFICE pilots. 

2.2.2 Gateway/back end integration  

Each gateway has created and installed a BENEFFICE client that can send metadata and measurement 

values from the sensing components to the back end. This is done through a secure SSL 

communication that is using encrypted keys certified by the BENEFFICE backend. This way only the 

gateway devices that are registered by the BENEFFICE Certificate Authority can communicate with 

the backend. Over the air updates can also be sent through the same secure channel. The 

demonstration of the work so far is presented in sections 2.31 and 2.32 below. 

 Demonstration  of work done so far  

2.3.1 A gateway device being registered and connected to the backend  

A gateway device should be first registered to the BENEFFICE backend and then sent to the pilot 
residential user to be installed and configured. In this section, a short demonstration of how a 
gateway device is being registered and connected to the backend is presented. In the Figure below, 
the admin page of the backend is shown. This page provides an overview of the registered gateway 
devices and their status. As seen in this Figure, there are 2 gateway devices already registered and 
active (ÔÈÅÉÒ Ȱ,ÁÓÔ ÓÅÅÎȱ ÓÔÁÔÕÓ ÉÓ Ȱς ÍÉÎÕÔÅÓ ÁÇÏȱ).  

 

Figure 2 BENEFFICE admin page from backend that has 2 gateway devices registered 

 

In order for the registration process to start, a gateway is powered on and plugged into an Ethernet 
connection in the lab premises of ED partner who is responsible for the integration and the pilot 
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hardware kits preparation. Three minutes after the gateway is powered in, it becomes registered as 
seen in the Figure below. 

 

Figure 3 Gateway registration process  

After the gateway device is registered, its health can be checked ÆÒÏÍ ÔÈÅ Ȱ,ÁÓÔ ÓÅÅÎȱ ÐÒÏÐÅÒÔÙ, a value 
that is automatically updated every 1 min. This is used to check if the devices are still online and have 
access to the backend.  

 

Figure 4 ȰLast seenȱ property value  

 

In the Figure below, the gateway devices page is shown. This page provides valuable information on  
each gateway device: IP, CPU Temperature, Firmware, runtime version etc. In the provided example, 
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the device is not configured yet  to the usÅÒȭÓ ÒÅÓÉÄÅÎÃÅ ÉÎ ÏÒÄÅÒ ÔÏ receive sensor values. Hence, the 
VPM and Temperature indoor value, do not have values yet. 

 

Figure 5 Devices page  

2.3.2 Viewing gateway values on the backend  

Following the example provided in the previous section, when the gateway device is installed and 
ÃÏÎÆÉÇÕÒÅÄ ÉÎ ÔÈÅ ÐÉÌÏÔ ÕÓÅÒȭÓ ÒÅÓÉÄÅÎÃÅȟ ÔÈÅ device page of the gateway displays the sensor values 
(temperature and VPM readings) and the VPM registration number as seen in the Figure below.  

 

Figure 6 Fully configured gateway that receives all sensor values  
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 Future work  

 

2.4.1 Finalise the zwave configurations for the gas meter and the z-wave 
temperature sensor  

As already mentioned in section 2.1.1 above, the NorthQ Q-Gas smart sensor will be used for 
measuring the gas consumption in 5 selected pilot users. This sensor is a wireless sensor that is using 
the z-wave protocol to communicate with the gateway. For these 5 users the Philio 2 in 1 temperature 
sensor will be used that is also using the z-wave protocol.  

The following tasks are still pending regarding the integration of the NorthQ Q-Gas smart and the 
Philio temperature sensor with the gateway: 

- Create an OpenHAB communication with the NorthQ Q-Gas meter 

- Create an OpenHAB communication with Philio 2-in-1  zwave temperature sensor 

- Pair the z-wave devices with the 5 gateway devices 

- Update the gateway setup configuration to support both types of gas meters (silver sport or a 

magnetic gas meter). Both types are included in the NorthQ Q-Gas packaging but the 

configuration is different. 

The above tasks are currently in progress and will be demonstrated in D4.4.  
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3 )ÎÔÅÇÒÁÔÉÏÎ ÏÆ ÔÈÅ ÂÁÃËÅÎÄ ×ÉÔÈ ÔÈÅ ÍÏÂÉÌÅ ÁÐÐÌÉÃÁÔÉÏÎ 

 Integration approach  

The BENEFICE mobile application is the main way of communicating and interacting with the 
residential users. The user is able to see information about his/her energy consumption, the 
outcomes of the disaggregation algorithm and the usage patterns of certain identified clusters of 
appliances, accept or decline proposed recommendations and challenges, see the earned CO2 coins, 
energy consumption related graphs and statistics as well as monitor his/her progress in adopting a 
more energy efficient behaviour for selected time periods (daily, weekly, monthly) compared to 
himself/herself or other users.  

The mobile application communicates with the backend through secure REST API calls. The 
BENEFFICE user and its credentials are stored securely in the database hashed and salted. The 
security used is the JWT (JSON Web Tokens) as it is a safe way to represent a set of information 
between two parties1.  

 Integration progress  

Regarding the integration of the mobile application with the backend, the current status is that the 
BENEFFICE mobile application is able to communicate with the backend through an API call, to 
retrieve the temperature value reading and display it on screen.  

In the following figure, a screenshot of the mobile application is presented (Main screen) where the 
indoor temperature value that is received from the temperature sensor mounted on the gateway, 
stored in the backend and then made available through API to the mobile is displayed. 

 

                                                             

1 https://jwt.io/  

https://jwt.io/
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Figure 7 Indoor temperature value displayed on the main screen of the mobile 
application  

 Future work  

The integration of the mobile application with the backend will continue and finalised during the 
upcoming period. More specifically, the following APIs that the mobile application will use to connect 
to the backend will be finalized: 

¶ API for obtaining the outdoor temperature values from the external Weather service  

¶ API for obtaining the gas meter values 

¶ !0) ÆÏÒ ÏÂÔÁÉÎÉÎÇ ÔÈÅ 60-ȭÓ ÍÅÁÓÕÒÅÍÅÎÔÓ 

¶ API for obtaining the outcomes of the recommendation engine 

¶ API for obtaining the energy disaggregation values  

¶ API for obtaining the outcomes of the Green Energy Scheduling 

¶ API for obtaining the outcomes of the Data Analytics (including the earned CCO2 coins) 

¶ API call obtaining the userȭs CO2 account details (earned CO2 Coins) together with the 
ÕÓÅÒȭÓ ÂÁÌÁÎÃÅ 

At the moment, the screens at the mobile application contain test/ mock data that are used for testing 
the validity of the processing done by the sub-modules (Disaggregation Algorithm, Data Analytics, 
Recommendation Engine, Green Energy Scheduling). After the finalization of the mobile APIs 
mentioned above, the data will be retrieved from the databases of the backend (User Measurements 
and User Details DBs) and displayed on the application screens dynamically. 
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4 $ÉÓÁÇÇÒÅÇÁÔÉÏÎ ÁÌÇÏÒÉÔÈÍ ÉÎÔÅÇÒÁÔÉÏÎ ×ÉÔÈ ÔÈÅ "%.%&&)#% 
ÐÌÁÔÆÏÒÍ ÂÁÃËÅÎÄ 

 Integration approach , progress and future work  

The integration approach of the disaggregation algorithm with the BENEFFICE platform backend is 
presented in the Figure below: 

  

Figure 8: Integration Plan of the disaggregation algorithm with the platform backend  

The steps to be followed for the integration and the communication between the disaggregation 
algorithm and the BENEFFICE platform backend, as well as the status of each one of the integration 
steps are described in the table below. 

Integration of the disaggregation algorithm with the pla tform backend  

Steps Description  Status 

1 A scheduler triggers a power disaggregation request, 
every hour, for each BENEFICE user account. 

Already implemented in 
.45!ȭÓ ÄÉÓÁÇÇÒÅÇÁÔÉÏÎ 
algorithm engine 
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2 The disaggregation algorithm requests user 
consumption data for the specific user for the specific 
hour. 

Already implemented in 
.45!ȭÓ ÄÉÓÁÇÇÒÅÇÁÔÉÏÎ 
algorithm engine 

3 The BENEFFICE backend receives the user consumption 
data (from the Power Meter installed in the residence) 
stored in the User Measurements DB for the requested 
hour and for each user account. 

The BENEFFICE backend 
needs to get the actual user 
consumption data from User 
Measurements DB. The API call 
is yet to be implemented. 

4 The BENEFFICE backend sends the user consumption 
data for the requested hour and for each user account to 
the disaggregation engine. If additional values (e.g. user 
has hybrid vehicle, etc.) are available, the disaggregation 
engine can use them. 

The BENEFFICE backend sends 
replies with the correct type of 
data but they are mock data for 
now. This step is connected to 
the status of step 3 above. The 
backend needs to send the 
actual values from the User 
Measurements DB 

5 The disaggregation engine replies with the 
disaggregated results for the requested hour and for each 
user account. 

Already implemented in 
.45!ȭÓ ÄÉÓÁÇÇÒÅÇÁÔÉÏÎ 
algorithm engine 

6 The BENEFFICE backend stores the disaggregated 
results for the requested hour and for each user account 
in the User Measurements Database. 

The BENEFFICE Backend 
receives the disaggregated 
results and stores them in the 
User Measurements DB 

 

 Design and development process  

The design and development process of the integration of the backend and the disaggregation 
algorithm includes the following tasks: 

¶ ED to send the API documentation for the disaggregation algorithm engine. Status: already 

completed 

¶ NTUA to send the specifications of the disaggregation algorithm engine to ED. Status: already 
completed 

¶ ED to send the mock API of the disaggregation algorithm engine. Status: already completed 

¶ NTUA to send the disaggregation algorithm engine to ED. Status: already completed and 
tested with mock data 
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¶ Actual integration of the disaggregation algorithm engine. Status: pending to test with the 
actual values from the databases 

 Demonstration of work done so far  

4.3.1 Disaggregation algorithm processing data  

In order to run the disaggregation algorithm, the following command is executed at the backend: 

 

Figure 9: Backend execution command for the disaggregation algorithm  

 

A screenshot of the output of the disaggregation algorithm is presented in the figure below. It 
contains the logs of the requests done to the backend as well as data processing messages. 
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Figure 10: Screenshot of the output of the disaggregation algorithm  

 

Below some screenshots are shown that present the requests performed by the disaggregation 
algorithm engine. 
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Figure 11: Screenshots that present the requests performed by the disaggregation algorithm 
engine 
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5 2ÅÃÏÍÍÅÎÄÁÔÉÏÎ ÅÎÇÉÎÅ ÉÎÔÅÇÒÁÔÉÏÎ ×ÉÔÈ ÔÈÅ "%.%&&)#% 
ÐÌÁÔÆÏÒÍ ÂÁÃËÅÎÄ 

 Integration approach , progress and future work  

The integration approach of the recommendation engine with the BENEFFICE platform backend is 
presented in the Figure below: 

 

Figure 12: Integration Plan of the recommendation engine with the platform backend  

The steps to be followed for the integration and the communication between the recommendation 
engine and the BENEFFICE platform backend, as well as the status of each one of the integration steps 
are described in the table below. 

Integration of the recommendation engine  with the platform backend  

Steps Description  Status 
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1 A scheduler triggers daily the recommendation data 
generation, through the BENEFFICE backend 

Already implemented in 
.45!ȭÓ ÒÅÃÏÍÍÅÎÄÁÔÉÏÎ 
engine 

2 The BENEFFICE backend reads the data received from 
the sensors/meters installed at the residence and the 
user profiling data for each user account from the User 
details and User measurements databases 

The BENEFFICE backend 
needs to get the actual user 
consumption data from User 
Measurements DB and the 
User Details DB. The API calls 
are yet to be implemented. 

3 The BENEFFICE backend sends the data received from 
the sensors/meters installed at the residence and the 
user profiling data for each user account to the 
recommendation engine 

The BENEFFICE backend sends 
replies with the correct type of 
data but they are mock data for 
now. The backend needs to 
send the actual values from the 
User Measurements DB and 
the User Details DB 

4 The recommendation engine replies with the proposed 
recommendations/challenges for each user account 

Already implemented in 
.45!ȭÓ ÒÅÃÏÍmendation 
engine 

5 The BENEFFICE backend stores the proposed 
recommendations/challenges for each user account in 
the User Details database 

The data that the 
recommendation engine posts 
is all received but are not 
stored yet in the database.  

6 The BENEFFICE backend sends the 
recommendations/challenges for each user account to 
the BENEFFICE mobile application. The BENEFFICE 
mobile application displays the 
recommendations/challenges (based on their priority) 
to each user account. 

The API endpoint from the 
backend to the mobile 
application is not yet 
implemented.  

7 Each user can like or dismiss the proposed 
recommendations/challenges. The BENEFFICE mobile 
ÁÐÐÌÉÃÁÔÉÏÎ ÓÅÎÄÓ ÅÁÃÈ ÕÓÅÒȭÓ reply to the BENEFFICE 
backend  

This is already implemented  

8 The BENEFFICE backend stores the reply of each user in 
the User Details database 

This is yet to be implemented 
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 Design and development process  

The design and development process of the integration of the backend and the recommendation 
engine includes the following tasks: 

¶ ED to send the API documentation for the recommendation engine. Status: already 
completed 

¶ NTUA to send the specifications of the recommendation engine to ED. Status: already 
completed 

¶ ED to send the mock API of the recommendation engine. Status: already completed 

¶ NTUA to send the recommendation engine to ED. Status: already completed and tested with 

mock data 

¶ Actual integration of the recommendation engine. Status: pending to test with the actual 

values from the databases 

 Demonstration of work done so far 

5.3.1 Recommendation engine processing data  

In order to run the recommendation engine, the following command is executed at the backend: 

 

Figure 13: Backend execution command for the recommendation algorithm  

 

A screenshot of the output of the recommendation engine is presented in the figure below. It contains 
the logs of the requests done to the backend as well as data processing messages. 
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Figure 14: Screenshot of the output of the recommendation engine  

 

 

Below some screenshots are shown that present the requests performed by the recommendation 
engine. 
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Figure 15: Screenshots that present the requests performed by the recommendation engine 
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6 'ÒÅÅÎ ÅÎÅÒÇÙ ÓÃÈÅÄÕÌÉÎÇ ÍÏÄÕÌÅ ÉÎÔÅÇÒÁÔÉÏÎ ×ÉÔÈ ÔÈÅ 
"%.%&&)#% ÐÌÁÔÆÏÒÍ ÂÁÃËÅÎÄ 

 Integration approach , progress and future work  

The integration approach of the green energy scheduling engine with the BENEFFICE platform 
backend is presented in the Figure below: 

 

Figure 16: Integration Plan of the green energy scheduling engine with the platform backend  

The steps to be followed for the integration and the communication between the green energy 
scheduling engine and the BENEFFICE platform backend, as well as the status of each one of the 
integration steps are described in the table below. 








































